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ABSTRACT

Concerns over the weaponization of energy during the war in Ukraine have revived
state anxieties about overreliance on certain foreign energy sources. This Essay argues
that instruments of energy trade and investment protection have helped to lock states into
dangerous dependencies. Trade and investment law can inhibit energy security
strategies designed to diversify away from unreliable sources and to block suspicious investors.
With energy used as a weapon, reform of the liberal energy regime is needed to allow states
to prevent the creation of dependencies and protect their energy security in the new geopolitical
reality.

I. INTRODUCTION

The Russian invasion of Ukraine in February 2022 triggered a fundamental rethink of
states’ reliance on Russian energy and energy infrastructure. The European Union (EU)
has agreed to “phase out its dependency on Russian gas, oil and coal imports as soon as pos-
sible.”1 Banning the import of Russian energy aims both to undermine Russia’s ability to
finance its military operations in Ukraine, and to impose a cost on Russia for its invasion.2

At the same time, ending reliance on Russian energy is now seen as a strategic priority to pro-
tect the EU against the use of energy “as an economic and political weapon,”3 because Russia
has disrupted gas supplies to Europe and threatened the secure operation of critical energy
infrastructure.4

* Professor, Faculty of Law, The Chinese University of Hong Kong, New Territories, Hong Kong. Many
thanks to Laurence Boisson de Chazournes, Benoit Mayer, Bryan Mercurio, Bryan Druzin, Qian Wang, and
Ryan Mitchell for comments on an earlier draft.

1 European Council Conclusions (Mar. 24–25, 2022), available at https://data.consilium.europa.eu/doc/docu-
ment/ST-1-2022-INIT/en/pdf.

2 Questions and Answers on the Sixth Package of Sanctions Against Russia (June 3, 2022), at https://ec.europa.
eu/commission/presscorner/detail/en/QANDA_22_2823.

3 Communication from the Commission to the European Parliament, the European Council, the Council, the
European Economic Committee and the Committee of the Regions: REPowerEU Plan, at 20, COM/2022/230
final (May 18, 2022), at https://eur-lex.europa.eu/legal-content/EN/TXT/?uri¼COM:2022:230:FIN.

4 See, e.g., David Sheppard, Tom Wilson, Guy Chazan & Roman Olearchyk, Russia Reduces Gas Exports to
Germany and Italy in “Political” Move, FIN. TIMES (June 15, 2022), at https://www.ft.com/content/1e972cf5-
f42b-4ed8-b81b-6969dd91ccfd; Marek Strzelecki, Tsvetelia Tsolova & Pavel Polityuk, Russia Halts Gas
Supplies to Poland and Bulgaria, REUTERS (Apr. 28, 2022), at https://www.reuters.com/world/poland-bulgaria-
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Reducing dependence on Russian energy is a radical departure from the principles that
govern the liberal energy regime, as embodied in the International Energy Charter and
the Energy Charter Treaty (ECT) (which the EU helped to establish).5 In the liberal
view, cooperation, liberalization of energy trade, and the promotion and protection of
energy investments are necessary to achieve energy security.6 By contrast, geopolitical
analysis emphasizes how certain states can seek control over critical energy infrastructures
abroad—usually through state-owned enterprises (SOEs)—to influence foreign policy
decisions by the host state and retaliate against unfriendly acts.7 Russian control over
the gas pipelines in the former Soviet Union and Europe is often presented as a textbook
example of the “weaponization” of energy infrastructure dependencies, with the Russian
SOE Gazprom acting as the “arm of the Kremlin” in pursuit of foreign policy goals.8 The
Russian invasion of Ukraine, and the subsequent disruption of gas supplies to Europe,
requires a searching analysis of how the liberal energy regime has helped to create
undesirable dependencies, and how states can avoid running similar geopolitical risks
in the future.
With a focus on foreign-controlled gas pipeline infrastructure, this Essay argues that instru-

ments of liberal energy trade and investment policy have contributed to locking states into
dangerous dependencies that are now at the center of energy security concerns. International
trade and investment law can also constrain future strategies aimed at reducing these depen-
dencies through diversification, energy security reviews, and nationalization. There is now an
increasing awareness that foreign control over energy infrastructures, and thus energy flows,
has an important strategic dimension that has long been overlooked or downplayed. In this
new geopolitical reality, international energy, trade, and investment law must be reformed to
allow states adequately to respond to the weaponization of energy, without neutralizing the
contribution of the liberal trade and investment instruments to cost-efficient energy supply.
This Essay first considers the threat posed by infrastructure and supply dependencies. Then, it
analyzes the trade and investment law implications of state measures designed to counter stra-
tegic threats of this kind. The Essay concludes with proposals for reforming international
energy, trade, and investment law to allow states greater discretion to protect their energy
security.

face-russian-gas-cut-ukraine-crisis-escalates-2022-04-26; Nikolaus J. Kurmayer, Germany Revamps 1975 Oil
Crisis Law in Face of New Energy Supply Threats, EURACTIV (Apr. 26, 2022), at https://www.euractiv.com/sec-
tion/energy/news/germany-revamps-1975-oil-crisis-law-in-face-of-new-energy-supply-threats.

5 International Energy Charter, Agreed Text for Adoption in The Hague at the Ministerial Conference on the
International Energy Charter (May 20, 2015), available at https://www.energycharter.org/fileadmin/
DocumentsMedia/Legal/IEC_EN.pdf; Energy Charter Treaty, Dec. 17, 1994, 2080 UNTS 95.

6 ANDREAS GOLDTHAU & NICK SITTER, A LIBERAL ACTOR IN A REALIST WORLD: THE EUROPEAN UNION

REGULATORY STATE AND THE GLOBAL POLITICAL ECONOMY OF ENERGY 19–21, 38–49 (2015).
7 ROBERTD. BLACKWILL& JENNIFERM.HARRIS,WAR BYOTHERMEANS: GEOECONOMICS AND STATECRAFT 1–18,

20 (2016).
8 Rem Korteweg, Energy as a Tool of Foreign Policy of Authoritarian States, in Particular Russia, EUR. PARLIAMENT

POL’Y DEP’T FOR EXTERNAL RELATIONS, at 21 (2018), available at https://www.europarl.europa.eu/RegData/
etudes/STUD/2018/603868/EXPO_STU(2018)603868_EN.pdf; MARGARITA M. BALMACEDA, THE POLITICS

OF ENERGY DEPENDENCY: UKRAINE, BELARUS, AND LITHUANIA BETWEEN DOMESTIC OLIGARCHS AND RUSSIAN

PRESSURE (2013); ANITA ORBAN, POWER, ENERGY, AND THE NEW RUSSIAN IMPERIALISM (2008); see also JEFFREY
MANKOFF, RUSSIAN FOREIGN POLICY: THE RETURN OF GREAT POWER POLITICS 46 (2d ed. 2012).
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II. THE WEAPONIZATION OF ENERGY

A. Energy Dependence and Geopolitical Influence

The Russian invasion of Ukraine has revived concerns that overdependence on a single
energy supplier, and its control over critical energy infrastructure, can be used much in the
same way as military coercion for an adversary to achieve strategic objectives.9 In EU–Energy
Sector, a World Trade Organization (WTO) panel recognized that there was a risk that for-
eign-controlled gas pipeline system operators could interrupt gas transmission in extreme
periods of cold, disclose confidential information to foreign governments, fail to invest in
and maintain the pipeline network, and refuse to provide access to competing gas sources.10

Foreign governments might have both the means and the incentives to require their energy
companies to engage in such actions.11 For instance, a gas-exporting state might try to prevent
importing states from diversifying their sources of supply so as to maximize gas exports.12 A
foreign government might also seek to gain leverage on unrelated political issues or retaliate in
response to perceived threats to national interests. Given the economic and social importance
of energy, disruptions to energy supply could threaten public order.13
In the EU, views of the Nord Stream 1 and Nord Stream 2 pipelines, which directly connect

Russia to Germany via the Baltic Sea, illustrate how attitudes toward Russian energy and
Gazprom’s control over gas infrastructures have changed. The Nord Stream 1 pipelines began
operation in 2011 and 2012; they benefited fromEU support because they diversified gas import
routes. By contrast, Nord Stream 2, due to come into operation in 2022, has recently been repu-
diated by theWest. The Nord Stream 2 pipelines would have allowed Russia to “achieve aggres-
sive political ends by using energy as a weapon.”14 For the United States, the project is a central
aspect of Russia’s strategy to use “energy as a tool of coercion and political leverage” and “make
European countries dependent on Russia for energy supplies, so as to increase this political lever-
age.”15 Following Russia’s invasion of Ukraine, the EU has decided that the security risks asso-
ciated with increased dependence on Russian gas are unacceptable.16 Germany has halted its
certification of the investment, effectively preventing the pipelines from coming into operation.

9 See, e.g., Communication, supra note 3; Habeck zu russischen Gegensanktionen und Gazprom Germania,
BUNDESMINISTERIUM FÜR WIRTSCHAFT UND KLIMASCHUTZ (May 12, 2022), at https://www.bmwk.de/Redaktion/
DE/Pressemitteilungen/2022/05/20220512-habeck-zu-russischen-gegensanktionen-und-gazprom-germania.
html; Constanze Stelzenmüller, Putin’s War and European Energy Security: A German Perspective on Decoupling
from Russian Fossil Fuels, BROOKINGS (June 7, 2022), at https://www.brookings.edu/testimonies/putins-war-
and-european-energy-security-a-german-perspective-on-decoupling-from-russian-fossil-fuels.

10 Panel Report, European Union and Its Member States—Certain Measures Relating to the Energy Sector,
paras. 7.1177, 7.1181, WTO Doc. WT/DS476/R (adopted Oct. 8, 2018) [hereinafter EU–Energy Sector
Report]. The report was appealed into the void (given the paralysis of the WTO Appellate Body).

11 Id., paras. 7.1186, 7.1182.
12 Id., para. 7.1174.
13 Id., para. 7.1197; see also DANAE AZARIA, TREATIES ON TRANSIT OF ENERGY VIA PIPELINES AND

COUNTERMEASURES 232 (2015).
14 Joint Statement of the United States and Germany on Support for Ukraine, European Energy Security, and

our Climate Goals (July 21, 2021), at https://www.state.gov/joint-statement-of-the-united-states-and-germany-
on-support-for-ukraine-european-energy-security-and-our-climate-goals.

15 Protecting Europe’s Energy Security Act of 2019, H.R. 3206, 116th Cong., 1st Sess. (2019).
16 European Parliament Resolution of 7 April 2022 on the Conclusions of the European Council Meeting of

24–25 March 2022, Including the Latest Developments of the War Against Ukraine and the EU Sanctions
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In the former Soviet space, Gazprom’s investments and subsidized gas supplies are
commonly understood to be part of Russia’s strategy to maintain control over its sphere of
influence and exclude foreign influence.17 As documented in the literature on Russian exter-
nal energy relations, promises of discounted gas, combined with the threat of price increases
and interruption of supply, have been used to pressure Russia’s energy-poor neighbors into
surrendering control over their gas infrastructure.18 Belarus, Armenia, and Kyrgyzstan sold
their gas infrastructure to Russia thereby accepting far-reaching constraints on their energy
sovereignty. However, the Ukrainian Parliament has denounced the possibility of selling the
Ukrainian gas transit system to Gazprom as a “betrayal of national sovereignty.”19

B. The Role of Energy Agreements

According to liberal investment theory, the international protection of energy investments
contributes to energy security and to the cost-efficient supply of energy by addressing the
political and regulatory risks investors face in the energy industry.20 For instance, the EU
proposed the ECT in 1994, arguing that ambitious investment protection standards
would facilitate the development of the energy resources of the former Soviet states and con-
tribute to EU energy security.21 However, given increasing concern about the strategic use of
energy investments, a critical reassessment of the role of international investment agreements
in establishing energy dependencies is needed. The literature on the imperialist origins of
international investment law provides a useful theoretical basis for this analysis, by concep-
tualizing investment law as an instrument of control to protect the exporting state’s interests
abroad and to keep host states in relations of dependency.22 Unlike imperial powers, which
used state-controlled entities (e.g., the Anglo-Iranian Oil Company) to control the resources
of energy-rich host states, Russia—through Gazprom—uses its natural gas wealth to secure
influence over energy-poor states.
Russia has concluded a number of bilateral investment agreements that both protect

Gazprom’s foreign investments and monopolize its gas supply activities in the host states,
with serious energy security implications. For instance, Russia’s agreements with Belarus,
Armenia, and Kyrgyzstan established the right of Gazprom’s subsidiary in the host state to

Against Russia and Their Implementation (2022/2560(RSP)), P9_TA(2022)0121 (Apr. 7, 2022), available at
https://www.europarl.europa.eu/doceo/document/TA-9-2022-0121_EN.pdf.

17 See Tatiana Mitrova, The Geopolitics of Russian Natural Gas, BELFER CTR. & BAKER INST. CTR. FOR ENERGY

STUD., at 15 (2014), available at https://www.belfercenter.org/publication/geopolitics-russian-natural-gas.
18 BALMACEDA, supra note 8; MARGARITA M. BALMACEDA, RUSSIAN ENERGY CHAINS: THE REMAKING OF

TECHNOPOLITICS FROM SIBERIA TO UKRAINE TO THE EUROPEAN UNION (2021); DOMITILLA SAGRAMOSO, RUSSIAN

IMPERIALISM REVISITED: FROM DISENGAGEMENT TO HEGEMONY (2020).
19 THANE GUSTAFSON, THE BRIDGE: NATURAL GAS IN A REDIVIDED EUROPE 325 (2020).
20 PETER CAMERON, INTERNATIONAL ENERGY INVESTMENT LAW: THE PURSUIT OF STABILITY 3–91 (2d ed. 2022);

KENNETH VANDEVELDE, BILATERAL INVESTMENT TREATIES: HISTORY, POLICY, AND INTERPRETATION 108 (2010).
21 Craig S. Bamberger, Overview, in THE ENERGY CHARTER TREATY: AN EAST-WEST GATEWAY FOR INVESTMENT

AND TRADE 1, 1–34 (Thomas Waelde ed., 1996).
22 JOHN LINARELLI, MARGOT SALOMON & MUTHUCUMARASWAMY SORNARAJAH, THE MISERY OF INTERNATIONAL

LAW 145, 154 (2018); MUTHUCUMARASWAMY SORNARAJAH, THE INTERNATIONAL LAW ON FOREIGN INVESTMENT 53
(4th ed. 2017); KATE MILES, THE ORIGINS OF INTERNATIONAL INVESTMENT LAW 386 (2013); ANTONY ANGHIE,
IMPERIALISM, SOVEREIGNTY, AND THE MAKING OF INTERNATIONAL LAW 235–44 (2005).
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continue to operate as a vertically integrated entity.23 That right means that these entities can
combine the activities of production, supply, and transportation, ensuring the domination of
the SOE over all segments of the gas industry in the host states. The Kyrgyz agreement has
also guaranteed exclusive import rights to Gazprom, thereby preventing the host state from
diversifying its gas imports and thus surrendering its security of gas supply to the Russian
SOE. In addition, the prohibition of re-exports of Russian gas, through so-called “export
bans” or “destination clauses,” has reinforced bilateral dependencies on Russia.24 Given
the limited availability of alternatives sources of gas supplies in the region, prohibiting the
re-export of Russian gas prevents the creation of a competitive market at the regional level,
blocking the market liberalization policy promoted by the EU and United States to counter
Russia’s energy influence in Eurasia.25 Russia’s agreements contain stringent investment pro-
tection provisions, including stabilization and nationalization clauses, and a dispute resolu-
tion clause that allows Gazprom to challenge in arbitration any breach of the agreement.
Thus, Russia, through Gazprom, may use arbitration to enforce in its sphere of influence
the dependencies secured through its investment agreements.26

III. NEUTRALIZING THE ENERGY WEAPON

To neutralize the threats posed by infrastructure and supply dependencies, states can
nationalize energy assets, unbundle pipeline from supply activities, screen investments for
security risks, and diversify import routes. International energy, trade, and investment law
constrain the implementation of each of these neutralization paths and would need to be
reformed to rebalance the liberalization agenda with strategies to ensure energy security.

A. Nationalization

Nationalization is the most radical response to the perceived security threat posed by for-
eign control over critical energy infrastructure. Following Russia’s invasion of Ukraine, the
German government placed Gazprom Germania GmbH under its administration, to ensure
the secure operation of the critical gas infrastructure controlled by Gazprom’s subsidiary in

23 Soglashenie mezhdu Pravitel’stvom RF i Pravitel’stvom Respubliki Belarus’ ob usloviiakh kupli-prodazhi aktsii
“Beltransgaz” (Nov. 25, 2011), at http://publication.pravo.gov.ru/Document/View/0001201207130031?
rangeSize¼1; Soglashenie mezhdu Pravitel’stvom RF i Pravitel’stvom Kirgizskoi Respubliki o sotrudnichestve v sfere
transportirovki, raspredeleniia i realizatsii prirodnogo gaza na territorii Kirgizskoi Respubliki (July 26, 2013), available
at https://kyrgyzstan.gazprom.ru/d/textpage/54/84/soglashenie-mezhdu-pravitelstvom-kr-i-pravitelstvom-rf-o-
sotrudn.pdf; Soglashenie mezhdu Pravitel’stvom RF i Pravitel’stvom Respubliki Armeniia ob usloviiakh kupli-prodazhi
aktsii “Gazprom Armenia” (Dec. 2, 2013), available at https://www.e-gov.am/u_files/file/decrees/kar/2013/11_1/
MAR1349_1.pdf.

24 On the use of export bans and destination clauses in Russia’s gas supply agreements, see, e.g., Commission
Decision Relating to a Proceeding Under Article 102 of the Treaty on the Functioning of the European Union
(TFEU) and Article 54 of the EEA Agreement Case AT.39816 – Upstream Gas Supplies in Central and Eastern
Europe, C(2018)3106final, 11, available at https://ec.europa.eu/competition/antitrust/cases/dec_docs/39816/
39816_10148_3.pdf.

25 Countering Russian Influence in Europe and Eurasia Act of 2017, S.1221, 115th Cong., 1st Sess., sec. 8(b)
(2017); The Energy Community Treaty, July 20, 2006 OJ L198; see also Anatole Boute, Shaping the Eurasian Gas
Market: The Geopolitics of Energy Market Regulation, GEOPOLITICS (2022), at https://doi.org/10.1080/14650045.
2022.2094778.

26 On the access of “geopolitical investors” to arbitration, see Anatole Boute, Economic Statecraft and Investment
Arbitration, 40 U. PA. J. INT’L L. 383 (2019).
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Europe.27 In parallel, the UK government announced its intention to nationalize Gazprom
Marketing & Trading Retail Ltd., Gazprom’s retail arm in the UK.28 Russia has criticized
these measures as serious violations of international law and simultaneously announced the
nationalization of property belonging to entities registered in “unfriendly states.”29

As confirmed by arbitral practice, states have the right to nationalize foreign investments on
grounds of public security, provided they act in a non-discriminatory way and pay appropriate
compensation.30Measures that target energy investments from unfriendly states are “directed
specifically against a certain investor by reason of his, her or its nationality” and may thus be
difficult to justify under the non-discrimination test,31 particularly if the measure was taken
by way of retaliation during a foreign policy dispute with the home state government.32 The
German-Russian investment treaty clarifies that “measures undertaken in the interests of . . .
security . . . shall not be regarded as ‘discriminatory measures.’”33 However, this clarification
applies only to the most-favored-nation treatment clause of the treaty, and thus not to
nationalization.34

The options for overcoming the requirement that any nationalization not discriminate on
the basis of nationality are limited. Although an essential security interests clause may exempt
the host state from an obligation to pay compensation for measures to protect national secur-
ity, many investment treaties, including Russia’s energy agreements with the former Soviet
states and many of Russia’s bilateral investment treaties (e.g., with Germany and the UK), do
not contain such a clause. Further, some agreements, such as the ECT, explicitly exclude
expropriation from its essential security exception.35 In addition, recent investment arbitra-
tion decisions have limited security interests to military questions.36 This restrictive interpre-
tation has been criticized for ignoring the complexity of security challenges springing from

27 Treuhänderschaft über GazpromGermania wird verlängert, BUNDESREGIERUNG (Apr. 4, 2022), at https://www.
bundesregierung.de/breg-de/themen/krieg-in-der-ukraine/bundesnetzagentur-gazprom-2022770; Thomas
Escritt & Christian Kraemer, Germany Boosts Energy Security with $10 bln Gazprom Germania Plan, REUTERS

(June 14, 2022), at https://www.reuters.com/business/energy/germany-shelters-gazprom-germania-with-10-
bln-euro-loan-govt-source-2022-06-14.

28 Alex Morales, Todd Gillespie & Lucca De Paoli, U.K. Government Prepares to Take Over Gazprom Retail
Arm, BLOOMBERG (Mar. 21, 2022), at https://www.bloomberg.com/news/articles/2022-03-21/u-k-prepares-to-
temporarily-nationalize-gazprom-m-t-retail-unit.

29 Russia Moves Towards Nationalising Assets of Firms that Leave – Ruling Party, REUTERS (Mar. 9, 2022), at
https://www.reuters.com/business/russia-approves-first-step-towards-nationalising-assets-firms-that-leave-ruling-
2022-03-09; Zakonoproekt № 104796-8 O vneshnei administratsii po upravleniiu organizatsiei, at https://sozd.
duma.gov.ru/bill/104796-8; Kremlin Hits Out at Idea of Nationalizing German Subsidiaries of Gazprom,
Rosneft, TASS (Apr. 1, 2022), at https://tass.com/politics/1431161.

30 See, e.g., RUDOLF DOLZER, URSULA KRIEBAUM & CHRISTOPH SCHREUER, PRINCIPLES OF INTERNATIONAL

INVESTMENT LAW 182–86 (3d ed. 2022).
31 See Noble Ventures, Inc. v. Romania, ICSID Case ARB/01/11, Award, para. 180 (Oct. 12, 2005).
32 See BP v. Libyan Arab Republic, Award, 53 ILR 297 (Oct. 10, 1973); see alsoMartins Paparinskis, Investment

Arbitration and the Law of Countermeasures, 79 BRIT. Y.B. INT’L L. 264 (2008).
33 Protocol to the Agreement Between the Federal Republic of Germany and the Union of Soviet Socialist

Republics Concerning the Promotion and Reciprocal Protection of Investments (June 13, 1989), at https://invest-
mentpolicy.unctad.org/international-investment-agreements/treaty-files/1398/download.

34 The Protocol of the German-Russian investment treaty explicitly limits the clarification on security interests
to Article 3, paragraph 4 of the treaty, according to which “each Contracting Party undertakes not to take discrim-
inatory measures against joint ventures in which investors of the other Contracting Party are participants . . . .”

35 The ECT Exceptions clause (Article 24) explicitly provides that it does not apply to expropriation (Article 13).
36 CC/Devas (Mauritius) Ltd. and Others v. India, PCA Case No. 2013-09, Award on Jurisdiction andMerits,

paras. 354–61 (July 25, 2016); Deutsche Telekom AG v. India, PCACase No. 2014-10, Interim Award (Dec. 13,
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foreign control over critical infrastructure,37 and fails to recognize the possibility to use the
energy weapon in the absence of direct military confrontation.
Given how hard it is to reconcile measures targeting investors of a certain nationality with

the non-discrimination principle, arbitral panels may well find unlawful the nationalization of
energy investments from jurisdictions that are perceived as unfriendly, thus exposing the host
state to high damages.

B. Unbundling

A state determined to address the security risks associated with vertically integrated energy
companies like Gazprom might require the separation (or unbundling) of gas supply and pro-
duction from the transportation of gas.38 The U.S. 2019 Protecting Europe’s Energy Security
Act, for example, subjected theNord Stream 2 pipeline to sanctions unless safeguards were put
in place “to minimize the ability of Russia to use the pipeline as a tool of coercion and political
leverage, including by requiring unbundling of energy production and transmission.”39 There
are different unbundling options, diverging in their degree of interference with investors’ rights
and effectiveness in addressing security risks. EU law requires “ownership unbundling,”
imposing on the owner and operator of a gas transmission pipeline system the obligation to
be fully independent from any production or supply interests.40 Under certain conditions, EU
member states can opt for the less intrusive “independent transmission operator” alternative,
allowing vertically integrated entities to own transportation assets, provided that the operation
of their transmission system is transferred to an independent company.41
Russia and Gazprom have challenged the EU unbundling arrangements before the WTO

and investment arbitration as a “political weapon” aimed at “ousting Gazprom from the EU
gas market.”42 The WTO claim was unsuccessful. In EU–Energy Sector, the WTO panel
agreed that requiring companies to choose between production/supply and pipeline transport
treated companies less favorably than allowing an independent transmission operator alterna-
tive.43 However, this did not amount to de facto discrimination against Russian companies,
because Gazprom also benefited from the independent transmission operator option in states
where it was allowed. Other foreign companies also had to divest their shares in transmission
systems in states where ownership unbundling was required. The panel also rejected the
alleged bias of ownership unbundling against Russian gas, by ruling that this regime did
not confer an advantage upon gas imports from other producers.44

2017). See, however, Continental Casualty Company v. Argentina, ICSID Case No. ARB/03/9, Award, para. 180
(Sept. 5, 2008).

37 Ridhi Kabra,Return of the Inconsistent Application of the “Essential Security Interest”Clause in Investment Treaty
Arbitration: CC/Devas v. India and Deutsche Telekom v. India, 34 ICSID REV. 723, 740 (2019).

38 Korteweg, supra note 8, at 21; Communication from the European Commission on European Energy
Security Strategy, COM/2014/0330 final (May 28, 2014).

39 H.R. 3206, supra note 15.
40 Directive 2009/73/EC Concerning Common Rules for the Internal Market in Natural Gas, Art. 9, 2009 OJ

L211 94.
41 Id. Arts. 14–22.
42 Nord Stream 2 AG v. European Union, Claimant Memorial, paras. 38, 42 (July 3, 2020), at https://www.

italaw.com/cases/8187; EU–Energy Sector Report, supra note 10, para. 7.448.
43 EU–Energy Sector Report, supra note 10, paras. 7.473, 7.987–7.991.
44 Id., paras. 7.448, 7.584
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Under investment law, ownership unbundling might raise potential tensions with the sub-
stantive standards of investment protection, including indirect expropriation, as the prohibi-
tion to jointly control production/supply and pipeline assets could force investors to divest
one of these vertically integrated interests.45 By contrast, the independent transmission oper-
ator option is less likely to amount to a breach of investors’ rights as it allows for the continued
ownership of both production and transmission infrastructure. However, by tolerating the
ownership of pipelines by energy producers, this alternative is also less effective in addressing
the threat posed by vertically integrated foreign conglomerates over strategic gas transmission
assets.46 As only more intrusive corporate restructuring reforms can neutralize the weaponi-
zation of pipelines, states’ right to protect their energy security by requiring ownership
unbundling should be recognized as part of states’ right to regulate under international invest-
ment agreements.

C. Energy Security Reviews

An increasing number of states now require investments in critical infrastructure to be cer-
tified after being screened for security risks. In the EU, an energy-specific screening mecha-
nism, commonly known as the “Gazprom clause,” requires member states to evaluate the
energy security risks posed by non-EU investors in transmission systems.47 On this basis,
Germany halted the certification of the Nord Stream 2 pipeline in February 2022, pending
a new security assessment in light of Russia’s invasion of Ukraine. The war in Ukraine also
prompted the European Commission to call “for greater vigilance towards Russian and
Belarusian direct investments,” given the “strong incentive [of these governments] to interfere
with critical activities in the EU and to use their ability to control . . . investors in the EU for
that purpose.”48
Security reviews can block the commissioning of completed projects or expose existing

investments to renewed scrutiny, so they might give rise to investment arbitration claims
even if the host state did not undertake any pre-establishment commitment. As with nation-
alization, the difference in treatment of investors based on the perceived risk posed by their
home state government might be in tension with the non-discrimination principle.49

45 TILMAN M. DRALLE, OWNERSHIP UNBUNDLING AND RELATED MEASURES IN THE EU ENERGY SECTOR:
FOUNDATIONS, THE IMPACT OF WTO LAW AND INVESTMENT PROTECTION 203 (2018); Iñigo del Guayo,
Gunther Kühne & Martha Roggenkamp, Ownership Unbundling and Property Rights in the EU Energy Sector,
in PROPERTY AND THE LAW IN ENERGY AND NATURAL RESOURCES 326 (Aileen McHarg, Barry Barton, Adrian
Bradbook & Lee Godden eds., 2010).

46 For instance, in February 2022, the European Court of Justice decided that the transfer of Gazprom’s pipe-
lines in Poland to an independent operator did not by itself provide sufficient proof that the Russian SOE did not
engage in abusive infrastructure dealings at the demand of the Russian government. See Polskie Górnictwo
Naftowe i Gazownictwo S.A. v. European Commission, Case T-399/19, Judgment of the General Court,
paras. 39–98 (Feb. 2, 2022), at https://curia.europa.eu/juris/document/document.jsf?text=&docid=253224
&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=13208601.

47 Directive 2009/73/ECConcerningCommonRules for the InternalMarket inNatural Gas, Art. 11, 2009OJ
L211 94.

48 Communication from the European Commission: Guidance to the Member States Concerning Foreign
Direct Investment from Russia and Belarus in View of the Military Aggression Against Ukraine and the
Restrictive Measures Laid Down in Recent Council Regulations on Sanctions, at 1, 2022/C 151 I/01,
OJ 2022 C 151I (Apr. 6, 2022).

49 UNCTAD, The Protection of National Security in IIAs, at 28–30 (2009), available at http://unctad.org/en/
docs/diaeia20085_en.pdf.
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Energy security reviews can also conflict with WTO law. In EU–Energy Sector, the panel
rejected Russia’s characterization of the Gazprom clause as de facto discrimination against
Russian pipeline companies. However, it found that, for EU member states that committed
to liberalizing pipeline services, the mechanism breached the national treatment obligation of
the General Agreement on Trade in Services (GATS) by treating foreign companies less favor-
ably than EU companies (which are not subject to review).50

In its assessment under the public order exception (GATS Article XIV(a)), the panel ruled
that security of energy supply was a fundamental interest of society, to which foreign control
of transmission systems can pose a genuine and sufficiently serious threat.51 The panel also
agreed that national security reviews were “manifestly apt to address ex ante the threat to the
European Union’s security of energy supply posed by foreign control over TSOs, [transmis-
sion system operators]” and were thus necessary to maintain public order.52 Still, the panel
determined that the mechanism constituted an arbitrary and unjustifiable discrimination,
since it failed to address the possible security risks associated with domestic investors in gas
transmission systems, in particular those with commercial and personal interests abroad.53

The panel’s decision, if upheld, can have major implications for states’ right to control
foreign investments in strategic energy assets. As all major energy companies are active in
overseas investment and trade, requiring security reviews for domestic investors with foreign
commercial interests essentially amounts to assessing most existing investments in the EU
energy sector. EU companies with investments in countries found to pose security risks
might be required to either divest their interests abroad (a decision that many international
energy companies active in Russia have taken in 2022 following the invasion of Ukraine) or in
the EU, with potentially significant consequences for energy markets.
Compared to the public order exception, theWTO security exceptions (e.g., GATS Article

XIVbis) afford states greater discretion to protect their essential security interests based on
their “particular situation and perceptions.”54 However, this right has been interpreted to
be limited to situations of “armed conflict, or of latent armed conflict, or of heightened ten-
sion or crisis, or of general instability engulfing or surrounding a state,” giving rise to “defence
or military interests, or maintenance of law and public order interests.”55 “[P]olitical or eco-
nomic differences” between states do not of themselves constitute an emergency in interna-
tional relations.56 While the security exception is likely to cover the investment measures
taken in response to Russia’s aggression in Ukraine, it cannot provide exemptions from

50 EU–Energy Sector Report, supra note 10, para. 7.1117.
51 Id., para. 7.1156. On security of energy supply, see also Appellate Body Report, India—Certain Measures

Relating to Solar Cells and Solar Modules, paras. 5.2.3, 5.2.4, 5.7 6.2.a, WTO Doc. WT/DS456/AB/R
(adopted Sept. 16, 2016) [hereinafter India–Solar Cells Report]; ANNA-ALEXANDRA MARHOLD, ENERGY IN

INTERNATIONAL TRADE LAW: CONCEPTS, REGULATION AND CHANGING MARKETS 240–64 (2021).
52 EU–Energy Sector Report, supra note 10, paras. 7.1219, 7.1224.
53 Id., paras. 7.1249-51, 7.1253.
54 Panel Report, Russia—Measures Concerning Traffic in Transit, para. 7.131,WT/DS512/R (adopted Apr. 5,

2019) (on GATT Article XXI(b)(iii)); see also Panel Report, Saudi Arabia—Measures Concerning the Protection
of Intellectual Property Rights, WT/DS567/R (adopted June 16, 2020) (on Article 73(b)(iii) of the Agreement on
Trade-Related Aspects of Intellectual Property Rights).

55 Panel Report, Russia, supra note 54, para. 7.76.
56 Id., para. 7.75; see also Tatiana Lacerda Prazeres, Trade and National Security: Rising Risks for the WTO,

19 WORLD TRADE REV. 137, 144 (2020).
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restrictions imposed in times of peace to prevent foreign-controlled pipeline companies from
establishing dangerous dependencies.
Given the constraints that WTO law imposes on energy security reviews (as seen in

EU–Energy Sector), reform is needed to recognize energy as an essential security interest,
and allow states under the public order exception to control foreign energy investments
that security reviews identify as unfriendly.

D. Diversification

Where states are dependent on a single or predominant supplier, diversifying their sources
of supply requires the development of pipeline or liquified natural gas infrastructure projects
that connect the domestic system to alternative suppliers.57 Under EU law, new infrastruc-
ture projects that significantly contribute to the diversification of energy supply sources can
benefit from regulatory exemptions and financial assistance.58 This policy, introduced in the
mid-1990s, has successfully enabled certain member states to end their dependency “on a
single supplier,” i.e., Russia.59 Diversification of supplies, and thus infrastructure routes, is
now at the heart of the EU’s determination to phase out dependence on Russian fossil
fuels in response to Russia’s invasion of Ukraine.60

WTO law can be an obstacle to the preventive implementation of infrastructure diversi-
fication strategies. In EU–Energy Sector, the panel found that, by increasing transport capacity
for non-Russian gas and decreasing capacity for Russian gas, the EU infrastructure policy
reduced the competitive opportunities for Russian gas vis-à-vis other sources, including
domestic gas, in breach of the General Agreement on Tariffs and Trade (GATT)
(Article I:1 and Article III:4).61 The panel also rejected the defense that infrastructure diver-
sification was “essential to the acquisition or distribution of products in general or local short
supply,” within the meaning of the GATT’s general exceptions regime (Article XX, para. j).
The EU failed to demonstrate that gas was currently in short supply.62 Even if a shortage was
proven, a demonstration that diversification of import routes would contribute to energy
security would not by itself establish that diversification also contributes to the “acquisition
or distribution” of gas.63

This finding, if upheld, creates an unreasonable obstacle to infrastructure diversification.
Excluding the diversification of supply routes from measures “essential to the acquisition or
distribution” of gas ignores the risk that energy exporters will block the sale and transportation
of gas for geopolitical reasons, as illustrated by the disruption of Russian gas exports in 2022.
Simultaneously, the limitation of the security exception, not invoked in EU–Energy Sector, to
situations of armed conflict or heightened tension does not allow states to respond sufficiently
early to the geopolitical threat posed by certain exporters. Given the long lead times required

57 See, e.g., Daniel Yergin, Energy Security and Markets, in ENERGY AND SECURITY: STRATEGIES FOR A WORLD IN

TRANSITION 69, 75 (Jan H. Kalicki & David L. Goldwyn eds., 2d ed. 2013).
58 Regulation (EU) 2022/869 on Guidelines for Trans-European Energy Infrastructure, 2022 OJ L152 45.
59 See, e.g., Koen Rademaekers, Evaluation of the TEN-E Regulation and Assessing the Impacts of Alternative Policy

Scenarios: Final Report (2018), 65, 173, 237–29, at https://data.europa.eu/doi/10.2833/736216.
60 Communication, supra note 3, at 12.
61 EU–Energy Sector Report, supra note 10, paras. 7.1300–7.1301.
62 Id. Similarly, see India–Solar Cells Report, supra note 51, para. 5.45.
63 EU–Energy Sector Report, supra note 10, para. 7.1381.
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for energy infrastructure projects, reform of international trade law is necessary to recognize
the right of states to diversify away from certain sources and adjust their infrastructure to
current geopolitical realities.

IV. ENERGY SECURITY REFORMS TO NEUTRALIZE THE ENERGY WEAPON

The Russian invasion of Ukraine has brought energy security back at the center of global
energy politics, and placed the spotlight firmly on the weaponization of Russian fossil fuels
and gas pipelines. Russia’s energy agreements illustrate how investment protection and inves-
tor-state arbitration, as well as trade arrangements, can be used to lock importing states into
dependence on Russian energy. Similar concerns have been expressed regarding the energy
infrastructure diplomacy of other major emerging powers and the creation of new import and
infrastructure dependencies in the clean energy transition. The liberal energy model exacer-
bates these concerns by constraining energy security measures aimed at reducing dependen-
cies on energy supply or investment from countries that are perceived to be unfriendly and
have the ability to harm the energy security of others.
Reform of international energy, trade, and investment law is needed to enable states to

protect their energy security and neutralize the weaponization of energy in the new geopolit-
ical reality. The difficulty is in recognizing a sufficient degree of discretion for states to protect
their energy security interests, while avoiding overly protectionist policies that put at risk the
foundations of trade and investment law and undermine the contributions of these instru-
ments to cost-efficient energy supply. On the one hand, security exceptions might trigger
a return to “power-oriented techniques” at the expense of judicial dispute settlement
procedures,64 and might increase the cost of energy supply if states are allowed to interfere
with energy trade and investments without judicial control. On the other hand, there is a risk
of a backlash if states are prevented from addressing their genuine energy security concerns,
beyond narrow military and defense settings.65

To help rebalance the liberal trade and investment instruments with greater discretion for
states to mitigate the threat posed by foreign energy dependencies, energy security consider-
ations have a role to play in the assessment of energy measures under the substantive trade and
investment standards and security exceptions. First, energy security interests, and in particular
states’ perception of threats to energy security, should be taken into account in the justifica-
tion of differences in trade and investment restrictions. As “security is . . . a matter of percep-
tion rather than hard fact,”66 states are best placed to determine the nature of a threat to their
security, and how to protect their energy security against this threat. Strategic alliances play a
role in this assessment. Fears that a foreign-controlled energy company might exploit energy
vulnerabilities might not exist if that company came from an allied state.67 Second, as energy
dependencies are being used as alternative or additional weapons of war, security interests can

64 Wolfgang Weiß, Adjudicating Security Exceptions in WTO Law, 54 J. WORLD TRADE 829 (2020); JOHN

H. JACKSON, RESTRUCTURING THE GATT SYSTEM 51–52 (1990).
65 See, e.g., Daria Boklan & Amrita Bahri, The First WTO’s Ruling on National Security Exception: Balancing

Interests or Opening Pandora’s Box, 19 WORLD TRADE REV. 123, 135 (2020).
66 Commission v. Greece, Opinion of AG Jacobs, Case C-120/94, para. 54 (Apr. 6, 1995); see also STEPHEN

M. WALT, THE ORIGINS OF ALLIANCES (1987).
67 UNCTAD, supra note 49, at 17–18.
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no longer be limited to military risks and tensions, but must also encompass the vulnerabil-
ities of critical infrastructures and resources. Energy security strategies require long-lead
adjustments to energy systems, and the right of states to diversify away from existing vulner-
abilities by building alternative import routes should therefore not be limited to periods of
heightened crisis. The imperative of energy security reforms is vital both for upholding the
demands of national security and assuring the continuing acceptability of international
energy, trade, and investment law.
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